



NETWORK SECURITY SUPPLEMENTAL APPLICATION
THIS POLICY IS WRITTEN ON A CLAIMS MADE AND REPORTED BASIS AND COVERS ONLY CLAIMS FIRST MADE AGAINST THE INSUREDS DURING THE POLICY PERIOD OR THE EXTENDED REPORTING PERIOD, IF APPLICABLE, AND REPORTED IN WRITING TO THE INSURER PURSUANT TO THE TERMS HEREIN.  THE LIMIT OF LIABILITY AVAILABLE TO PAY JUDGMENTS OR SETTLEMENTS SHALL BE REDUCED AND MAY BE TOTALLY EXHAUSTED BY AMOUNTS INCURRED AS DEFENSE COSTS.  PLEASE READ THIS POLICY CAREFULLY.

1. Does your Company have a virus protection program in place?                                  FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No 

If Yes, please list the software used: 

_________________________________________________________________________________

_________________________________________________________________________________


2. Does your Company have a firewall in place?                                                             FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No        

If Yes, please list the firewall used: 

_________________________________________________________________________________

      _________________________________________________________________________________

3.
Does your Company enforce a software update process, including updating patches and anti-virus software?                                                                                                                     FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  

4.
Does your Company have a process for managing computer accounts, including removing computer users in a timely fashion?                                                                                            FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  

5.
Do your Company’s access control procedures address access to critical and sensitive computer systems?                                                                                                                      FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  
6.
Does your Company have physical security controls in place to control access to your computer systems?                                                                                                                      FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  
7.
Does your Company have an information security incident response plan in place?  FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  

8.
How long does it take to restore your Company’s operations after a computer attack or other loss/corruption of data?                      FORMCHECKBOX 
 12 hours or less       FORMCHECKBOX 
 12-24 hours       FORMCHECKBOX 
 More than 24 hours

9.
Does your Company have a person or group responsible for information security?    FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  

10.
Does your Company use standard configurations for firewalls, routers, and operating systems?

                                                                                                                                            FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No 
11.  Does your Company have a program in place to periodically test security controls? 


                                                                                                                                      FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No
If, Yes, has your Company undergone any information security or privacy compliance evaluation?





                                                                                             FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No
If, Yes, please identify the type of evaluation, when it took place, and whether your Company was

found to be in compliance: 
________________________________________________________________________________
________________________________________________________________________________

12.  Does your Company outsource any aspect of:

(i)  its computer system/network (i.e., hosting, back up site, etc); or                            FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No

(ii) its information security (i.e., intrusion, detection, firewall, etc)  or                           FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No

If “Yes” to either, please identify the principal vendor (s):
       (i) _________________________  (ii)  ___________________________________
13. During the past 5 years, has a complaint, claim, demand, lawsuit or regulatory proceeding concerning the security of a computer system or website been made or initiated against your Company?

                                                                                                                                      FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No
14. During the past 3 years, has your Company suffered any loss under a Commercial Crime or Dishonesty bond/policy?                                                                                               FORMCHECKBOX 
 Yes        FORMCHECKBOX 
 No          

15. During the past 3 years, has your Company experienced any loss of service exceeding 8 hours (excluding any planned maintenance of its computer system)?                                   FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  

16. During the past 3 years, has your Company suffered any breaches of security causing damage to your computer systems?                                                                                              FORMCHECKBOX 
 Yes         FORMCHECKBOX 
 No  

This supplemental application does not bind the application to buy or the insurer to issue the insurance, but it is agreed that this form shall be the basis of the contract should a policy be issued, and it will be attached to and become part of the policy.  The undersigned authorized officer of the applicant declares that the statements set forth in this supplemental application are true.  The undersigned authorized officer agrees that if the information supplied on this supplemental application changes between the date of this supplemental application and the effective date of the insurance, the applicant will immediately notify the insurer of such changes, and the insurer may withdraw or modify any outstanding quotations and/or authorization or agreement to bind the insurance.

Signed:        _____________________________ 
Date:            _____________________________

Print Name:  _____________________________
Title:             _____________________________

(Must be signed by the President or Chief Executive Officer if a corporation, a general partner if a partnership)

Broker:      ____________________________________
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